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Enhancing Standardisation strategies to
Integrate innovative technologies for Safety
and Security in existing water networks




A Located outside Thessaloniki, Greece
A Five Institutes lphformatics, Chemistry, Biology, Transportation) -
A Founded in 2000
A >700 researchers and collaborators
A 1200 research projects
A

1100 partners
A Annual Turnoven Q WY - ¢

A 30% Industry contracts
A 60% Research projects
A 10% State contribution
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A Personnel: ~ 80 researchers, post docs, research assistants, developers

A Research Projects

A Horizon 2020
18 running H2020 projects

Coordinating:MindSpacesV4Design, beAWARE, CUTLER, MOVING
Technical/ScientifitMgt: EOPEN, MIICT, CONNEXIONs
TENSOR, ROBORDER, ACTIVAGE, PROPHETS, SUITCEYES, SODALITEubIi¢®Pl|se

10 completed H2020 projects

MULTISENSOR (CO3pcialSensofCO) WeKnowlt(CO),i-Treasures, PERICLES, REVEAL, USEMP

InVID(CO),ChainReac{CO), hackAIR, PROFIT, MAMEM, Envisage
FP7

A COST actions

iV&LNet, MULTIFORESEE

National projects

8 running projects

Papers

—_—( = =—C =—C

150 Journal publications
500+ conference publications
50 book chapters

10 patents



A Call:H2020SU-SEC2018

A Type of Action: |A

A Acronym: agqua3S
EnhancingStandardisationstrategies to integrate
Innovative technologies foBafety andSecurity in
existing water networks

A Duration: 36 months

A Start Date: 01 Sep 2019

A Estimated ProjectCostQd h i Y Qh a o 8¢ Y



Exposureof citizens to potential disasters has led to vulnerable societies
that require risk reductiomeasures

Drinking water is one main source of risk when its safety and security is
not ensured

Althoughthere have been proposeskveral technologiesfor the
analysis of drinking water, there is a gap on how we cmikgfrate
them in the existing water safetyetworks

Inorder to feel this gamgua3Scombinesnovel technologiesin water
safety and security, aiming tstandardiseexisting sensor technologies
complemented bystate-of-the-art detection mechanisms



aqua3sS integrates a series of stadéthe-art technological achievements from
multidisciplinary fields, namely of the era sénsors technology IoT, semantic
reasoning, high-level analytics, decision support systemscrisis management
andsituational awarenessfocusing on watesector

The orchestrated agua3S system will consist of

A (a) a combination of high precision key posgectroscopic sensorand widely spread
refractive index sensorsdeployed at fixed points throughout existing water distribution
network of a district of interest,

A (b)air quality networks complemented by a fleet ainmanned UAV,loT and satellite
Images as part of an interoperable modalities to detect, assess, evaluate and locate harmful
substances within existing utility water networks.
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infrastructure of the utility networks themselves will be processed by the
innovative threat detection algorithms and higlevel multimodalfusion

techniques

Practitioners from water, medical sector, first responders and utility providers will
be enabled to employ the agua3Early Warningand Decision Support System



Water
authorities

(public sector)

Medical first
responders or
agencies
(public health)

Utility providers
(private or
public sector)

- : . e D e T /] . ; -
W, _ - » v B8 & S O ’ 5 : ; - ! ; £ : , = ' |
- Physicochemical ' ; ; | Sateway Bt — :
\ | : i ! i o - N

% Sensors




.
I=

) ()

M30 M36
7\ 7\ .
j -4 ) -y
3™ Prototype 3" and Final Evaluation Cycle
Aliakmonas River and Monitoring Safety Monitoring the _
Thessaloniki Water and Security of the water supply O - Operational test
Treatment Plant SEPG Water Supply  system in the city D - Demo
monitoring System of Paris of Brussels “ — Water quality tests
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Monitoring Safety Monitoring the Reservoir Monitoring Safety
and Security of Drinking Water monitoring in Dolni and Security of
the Trieste Treatment Plants Okol, Plana the Trieste
Acqueduct of Sofia Mountain, Bulgaria Acqueduct
2nd Evaluation Cycle 2" Prototype 15t Evaluation Cycle 1% Prototype
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The main objectives of aqua3S are:

(i) tocreate strategies and methodsin order a water facility to easily
Integrate solutions regarding water safety;

(i) to proposannovative sensor technologiesto support water safety;
(i) to create early warning methodsfor water authorities;

(iv) to create a&omplex collaborative systemrecording problems and
finding new solutions;

(v) to alloweasy engagement of different authoritiesin a water related
crisis;

(vi) to create/use methods estimate the infrastructuesilience levej
(vii) to introduce bottomup approaches such agizen mapping
Initiatives, can be an effective way to build large exposure databases;
(viii) tomodel andclassifyacrisisevent



Standardisation, strategy and policy

Data acquisition

from UAVs and Earth

Observation data “ 102. Multi-level semantic enrichment,

reasoning and fusion methodologies
for intelligent event detection

101. Innovative technologies to ) — ) )
support and ensure the safety  * Indexing of heterogeneous data 104. Social interaction with the

Semantic representation and citizens .
of water networks T Reporting

Sensor optimisation for Algorithms for threat detection Analysis of social awareness Visualisation
substance detection in water . - Warning generation to the public Decision
103. Early Warning & Decision Deployment of first responder’s

Dat llection f Itipl
ara caflection trom murlipie Support Systems solutions and mitigation actions

sensors and sources

3D-visualisation and Visual
analytics
Social media Water crisis assessment and Water
monitoring classification for Decision Support Security
(and crowdsourcing)

105: aqua3S Platform Development

Exploitation and Innovation

Operational Timeline




A Innovative technologies to support and ensure the safety of water
networks

A Sensoroptimisation for substance detection in water in (near) real time
A Data acquisition fronUAVsandEarth Observationdata

A Social mediamonitoring (and crowdsourcing)

A Data collection from multiple sensorsand sources

Multi-levelsemantic enrichment,reasoningandfusion methodologies
for intelligent event detection

A Data harmonization, semantic representation and ontology creation
A Integration layer and Multimodal indexing of heterogeneous data

A Algorithms for threat detection andbcalisatiorl in the existing water
distribution networks

A Crisis management modelling for enhance preparedness
A Optimisationand parallelisationof algorithms for threat detection



A Early Warning & Decision Support Systems

A
A
A
A

3D-visualisation of early warnings and the early warning module

IA3.2 Visual analytics from UAVs and EO data

Early Warning & Water Crisis Assessment Algorithms for Decision Support
Crisis classification and Decision Support

A Social interaction with the citizens

A
A
A

Analysis of social awareness
Warning (message) generation to the public
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A Platform development & System Integration

A
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Technical requirements and platform development roadmap
System architecture development and security requirements
System security (Cyber security)

System integration

Interactive User Interfaces
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Trieste is a municipality located across the borders between Italy and Slovenia
The water supply system of the city has always been particular, with some critical
issues that make the system unique

The water supply in the city is guaranteed by two water mains

A system like this is of course very hard to manage, especially from the point of
view of the energy consumption

The case study will be related to the hypothesigrahsboundary pollution,
looking for the effects it may have on the groundwater system of ls@nzoriver,
where water is pumped with wells, and also on the other backup sources
Satellite images aranalysedo provide estimations of the polluted area and

AAAAAAA

.......

,,,,,,

nnnnnnn



A variety of unpredictable events (accidental oil spilAahkmonasriver, a natural

disastrous flooding at the area of one of the main water)
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emergency response to safeguard the water quality and public health of the city.

A possibleaccidental spill of hydrocarbonsgnto surface water is likely to be considered.
Thus it is of utmost importance to install online monitoring instrumentation at crucial spots
of the river flow in order to monitor several parameters combined with an early warning
system to be able to anticipate analogous accidents or even deliberate water
contamination acts.

To this direction, cameras on UAVs, TOC on line senpofgaromaticvia UV technology

on line sensors, and oil in water sensors that could be appropriatetdimed to monitor
aliphatic hydrocarbons of specific range



