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HOMER Project

• The purpose of HOMER is to expand the knowledge of European bodies 
about Home Made Explosives (HMEs) to increase the security of the 
European citizen and support Europe’s current and future security needs.

• The goal of the HOMER project is to implement a study to mitigate the 
threat of homemade explosives from the criminal and terrorist element. 
This will be achieved by the development of researched HME knowledge 
made available, through innovative, secure and usable means, for the use 
of law enforcement agencies, security and the manufacturers of products 
that can be used as precursors.
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HOMER Project: Primary Tasks
• Development of a HME Data Structure (WP2)

• Empirical study on Web content with HME information; Development of 
discovery, retrieval and analysis tools for HME-related Web, multimedia 
and social media content (WP3)

• Analysis of HME recipes discovered and identified for validity of 
information, volatility, ease of manufacture (WP4)

• Development of a multi-user HME Knowledge Management Platform 
(KMP) (WP5)

• Testing and validation of systems including assessment of impact and 
measurements on human, operational and organisational processes 
(WP6)

• Development of a draft European Standard on HMEs, vocabulary and 
definition (WP7)
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HOMER Project: Partners
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Use of HMEs
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New Challenges for LEAs

• Extensive use of the Web and Social Media/Multimedia 

Platforms for diffusing knowledge related to terrorism 

and the construction of IEDs and HMEs

• Construction of HMEs by using everyday 

household goods
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Identification of HMEs using HOMER
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Support LEAs via HME Discovery Tools

• Provide a suite of tools for discovering, retrieving and 

analyzing HME-related content on the Surface/Dark Web

– Web pages

– Blogs

– Forums

– Multimedia posts

– Social media posts

• Support LEAs based on the user needs

– Gather intelligence using interactive tools

– Filter the most significant resources
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HME Discovery Tools/Web Searching
• Exploit existing search engines for discovering HME 

Web resources by running keyword-based searches

– Select the search engine(s) of preference from 

Surface/Dark Web (e.g. Bing, Yahoo!, DuckDuckGo, Torch)

– Use the provided HME-related patterns/expansion rules for 

the automatic submission of HME queries aiming at 

returning HME resources in the top results

– Re-rank the discovered results based on their relevance to 

the HME domain
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HME Discovery Tools/Web Crawling
• A Web crawler exploits the graph structure of the Web for 

the discovery of HME Web resources

• Focused Web Crawler: Selects which hyperlinks to follow 

by estimating their relevance to the HME domain based on 

local evidence on parent page (e.g. text around a hyperlink, 

anchor text)

<a href=http://www.url1.com> Home </a>

<a href=http://www.url2.com> Picric acid </a> 

<a href=http://www.url3.com> Nitroglycerine </a>

Check out my web site on my other hobby:              

<a href=http://www.url4.com> motorcycles </a> 

http://www.url1.com
http://www.url2.com/
http://www.url1.com
http://www.url1.com
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HME Discovery Tools/Web crawling
• Provide the seed pages (i.e. starting points) of the crawl 

(from Surface/Dark Web, i.e. Tor, I2P, Freenet)

• Define the crawl depth (i.e. the maximum distance 

allowed between the seed pages and the crawled pages)

• Re-rank the discovered results based on their relevance 

to the HME domain
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HME Discovery Tools/Multimedia Analysis
• Perform keyword-based searches on the Youtube platform

• Present the results (video preview + video metadata)

• Identify the HME-related concepts (i.e. objects) present on the 

discovered videos (e.g. glassware, smoke, liquid)

• Display whether a video file is HME-related or not
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HME Discovery Tools/Social Media Analysis
• Identify of Twitter users involved in HME recipes 

exchange
– Keyword-based search on Twitter (i.e. keywords, hashtags)

– Continuous retrieval and presentation of relevant results (user 

tweets)
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• Community detection, Key player identification

• Analytics (e.g. most active users, user locations, 

heatmaps)

HME Discovery Tools/Social Media Analysis
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HOMER Knowledge Management Platform

Desktop/Tablet version
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Mobile version
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Library of Raman & IR Spectra
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HOMER KMP & Fertiliser Supply Chain 
Security Model
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Envisaged Impact

• Increase the security of Europe for citizens by exploiting 
information being transmitted on the internet to Predict and 
Prevent the use of HME through Attacking the Terrorist or Criminal 
Networks at a Strategic Level whilst Defeating the Device at a 
Tactical level utilising the tools developed.

• Through the development of tools work to reduce possible 
occurrences of events using HME by improving the capability of 
LEAs and Security Agencies to tackle the threat.

• Provision of sustainable solutions to continue to support and inform 
LEAs and Security Agencies beyond the life of the project to 
understand new and emerging threats.

• Improve security for the supply and distribution of fertilisers from 
manufacture to the field
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Thank you
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http://mklab.iti.gr

George Kalpakis, kalpakis@iti.gr

For more information please visit: http://www.homer-project.eu/

http://www.homer-project.eu/

