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SPIDER General Information

Project Coordinator: ERICSSON TELECOMUNICAZIONI (ERICSSON),
ltaly

Start Date:01/07/2019

Duration: 36 months

Type of Action: Innovation Action (IA)
Total Cost: € 5,746,595.00

Consortium: 19 partners (4 industry, 7 industry, 3 research, 3 academic)

- This project has received funding from the European Union’s Horizon 2020 innovation program



SPIDER Consortium
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SPIDER for Digital Security

SPIDER aims to deliver a next-generation, extensive, and
replicable cyber range platform for the telecommunications
domain and its fifth generation (5G), offering cybersecurity
emulation, training and investment decision support.

SPIDER main objectives:

Develop advanced emulation tools,
Deliver novel training methods based on active learning

Establish econometric models based on real-time emulation
of modern cyber-attacks.

Provide a serious gaming repository for multiple
stakeholders to share training material and deliver complex
cyber exercises.
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SPIDER Actors

I am really looking forward to 5G to
securely connect all my devices, from
my laptop to my car, all the time, at
high speed and from anywhere.

My organisation is
a critical national
infrastructure itself.

A security breach in my
infrastructure can severely
impact the 5G network
operators using if.

e

However, my
cybersecurity
literacy level is Citizen or

| need an environment to test
my cybersecurity defence
technologies.

Infrastructure

low and | need to small SME

provider

client
get educated. We've invested so much in

cybersecurity. Why is my
critical data still vulnerable?

With the advent of 5G, my daily
operations started fo involve

Large
corporate or

public sector

even more critfical assets and
data that are attractive to
advanced threats.

client Is my staff trained to

proactively defend my
crifical assets?

While I've taken protective
measures, | still need to reduce
my cybersecurity spending and
take more informed investment

decisions that will better prepare
my organisation against these
threafts.

Most of my cyber security officers have little
experience of sophisticated cyberattacks, such
as APTs. Any help via training, force-on-force
cyber games, defence recommendation, and
experimentation will greatly benefit their
cybersecurity skill development.
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SPIDER Concept

SPIDER aims to:
* manage security across virtualized networks
e train cybersecurity teams

e support the cybersecurity investment decision making

The SPIDER solution is based on six pillars:

.. 5G virtualization platform

.~ Network configuration and attacker emulation mechanism

. Administration platform

IvV.  Digital gamified and serious game-based learning environment
V. Risk analysis and cybersecurity economics mechanism

VI.  Monitoring and reporting layer

This project has received funding from the European Union’s Horizon 2020 innovation program



SPIDER Pilot Use Cases (PUCs)

PUCI. Cybersecurity Testing

* Cybersecurity Testing of 5G-ready applications and network
services

» Cybersecurity of Next Generation Mobile Core SBA

PUC2. 5G Security Training

e 5G Security Training for Experts
* 5G Security Training for Non-Experts

PUC3. Cybersecurity Investment Decision Support

- This project has received funding from the European Union’s Horizon 2020 innovation program



SPIDER Work Packages

I Project management

2 Requirements Analysis, Architecture Definition and Pilot Use Cases
3 Cyber Range Infrastructure and Supporting Technologies

4 5G Cyber Security Training

5 Economics of 5G Security

6 SPIDER Cyber Range Integration and Testing

7 Demonstration and Evaluation

8 Dissemination, Communication and Exploitation of Results

- This project has received funding from the European Union’s Horizon 2020 innovation program
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SPIDER Innovation - |

WP3. Cyber Range Infrastructure and Supporting Technologies
e 5GVirtualized Infrastructure Management

» Secure Orchestrator of the 5G Services

* Network Configuration and Attacker Emulation

e Cyber Range 5G Security Mechanisms

e Data Collection and Visualization

WPA4.5G Cyber Security Training

* Virtualized Security Operations Center
e 5G Threat Knowledge Base

* Cyber Exercises

e 5G Gamification Awareness Training

* 5G Serious Game Security Skills Training

- This project has received funding from the European Union’s Horizon 2020 innovation program



SPIDER Innovation |l

WPS5. Economics of 5G Security

Continuous Risk Analysis

Continuous Assurance Monitoring and Certification
5G Asset Pricing and Impact Loss Analysis

Cyber Econometric Models

Cybersecurity Investment Decision Support

- This project has received funding from the European Union’s Horizon 2020 innovation program



SPIDER Platform
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SPIDER Exploitation & Dissemination

Exploitation

* High quality solutions to be exploited by telecommunications
providers and 5G stakeholders.

e Delivery of a partly open-source version of SPIDER
* Business plan to exploit the final services

Dissemination

» SPIDER website and social media accounts

* Workshops to demonstrate SPIDER outcomes to academia

» Seminars and online courses to showcase SPIDER achievements
e Participation at EU events

e Liaison with other projects

e Publications in scientific journals

- This project has received funding from the European Union’s Horizon 2020 innovation program



SPIDER Impact & Benefits

* Preparedness of professionals towards the detection and mitigation
of emerging 5G cyber-attacks

e Improved risk analysis models

* Development of 5G-related cybersecurity solutions tailored to the
actual needs of the end-users.

e Appropriate econometric models for informed managerial
decisions

* Improved resilience of 5G infrastructures

Better preparedness to put in place cybersecurity measures.

- This project has received funding from the European Union’s Horizon 2020 innovation program
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