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GHOST vision and mission

« Vision

GHOST envisions a transparent cybersecurity environment for all Europeans living in a
connected world: with minimal effort consumers will become aware and understand the
cybersecurity risks (threats and vulnerabilities), and will take informative decisions
affecting their cyber-physical security and privacy. Cybersecurity technology will transform
consumers’ decisions into reliable automated security services and solutions, will promote
security-friendly end-user habits through behavioural engineering, and deliver usable
transparency

« Mission

To deliver the first generation of disruptive software-enabled usable security network
solution for smart-home occupants. GHOST cutting-edge technology will increase the level
and the effectiveness of automation of existing cybersecurity services, enhance system
self-defence and will open up the cybersecurity ‘blackbox’ to consumers and build trust
through advanced usable transparency tools derived from end-users’ mental models.
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GHOST high-level concept
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l User credentials — Allowed with user request
"~ smart fridge 2 trusted company

Malformed data - Blocked with alert
smart fire alarm €= unknown

Software update - Allowed

Appliances
smartwatch € trusted company

User interaction through risk radar




GHOST architecture
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GCHOS
IoT Templates/Profiles

Training Phase
« Iterative procedure that updates the models every night

« Creates templates of the devices by using clustering algorithms

Running Phase
« Detects anomalies in the network traffic by producing a template similarity

score for each device
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(i Decentralized solutions

l: - Extensible and transparent Blockchain framework for supporting the
following actions/use cases
it * Registration of GWs into the GHOST system

* Registration of loT devices into the GHOST system

* Consent form S

i  Software integrity at e || 2 :
! * GHOST software GW installation level
’|'." * loT device level B i

Managment
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Gateway #gw1

GATEWAY INFORMATION 10T DEVICE #1 1OT DEVICE #2 10T DEVICE #3

Gateway Uid gwl

Gateway Hash 1338e1156081005782abcdf721c3901fe 1c887a7962677031e781df2406aebd

Gateway #gw1
City: Thessaloniki

Country. Greece

Installation Location Postal Code: 1111

GATEWAY INFORMATION 10T DEVICE #1 10T DEVICE #2

Street Aristotelous

Number: 1

Gateway Owner: 0x46AcFF13bFAIDE123FE031867D18¢0723324b43

lot Device Uid: iot1

Number connected of iot devices: 6

lot Device Hash: c00eb78e7994661e00e76aelfd8cabsb7ebebT 4eeddff93417729faa060c4 862
Last Modified: 20180831 12:52:21

Model model1

Device Information
Type: typel

Registration Time: 2018-09-03 12:58:04

Status:

- AUREEERARANY —, Hashed GW id + user address
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Software Integrity

« Ensure that GW and IoT firmware/software has not been compromised

Y

Periodic check of the GHOST installation hash

BC =

g Hashed GW/IoT firmware

Y

Periodic hashing of the firmware
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Analytics
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CHOS |
Knowledge Base

« Cloud-based repository for maintaining threat information from:

e External Web Sources

* Threat Intelligence repository

 Honeypots, Darknets, Manually analysis, Forensics, Malware Analysis, Identified
Attacks, Corporate sources from Security Opsecs, SIEM correlated incidents

e Smart homes
« Backend manipulation

* Based on Unified-Cybersecurity-Ontology (UCO)
* Semantic annotations of external and user reported threats
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